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1. MACIIOPT PABOUYEH NPOTPAMMBI YUEBHOHM JUCHUILIMHBI
1.1. Ob61acTh npuMeHeHus1 padoueil MporpaMMbl

PaGouas mporpamma yd4eOHON IUCIUIIIIMHBI SIBISETCS YaCThIO IPOTPaMMBI
MOJITOTOBKM CTICLIMATICTOB CcpeAHero 3BeHa B cooTBeTcTBUU ¢ DPI'OC cpeanero
npodeccuoHanbHOro oOpazoBanus 1o crnenuanbHoct 23.02.09 ABTOMaTHKa W

TCIICMCXAHUKA HA TPAHCIIOPTE ()KGJI@SHOJIOPO)KHOM TpchnopTe) OazoBas IIOATrOTOBKA.

Pabouas nporpamMmma IpPUMEHSIETCS TUISE OCBOCHHUS JUCIUTUTHHBI
«HpopMallMOHHbIE  TEXHOJOTMHM B  NpodecCHOHATBHOM  AESATENbHOCTH»  Ha
cnermanbHoctd  23.02.09  ABTomMatuka M TeleMEXaHMKa ~Ha  TpaHCIOpTe

(’ke1e3HOJOPOKHOM TPAHCIIOPTE).

1.2 MecTro AMCUMILVIMHBI B CTPYKTYpe OCHOBHOH mnpodecCuoHATbLHOM
o0pa3oBaTeIbHOW NPOrpaMMbl: [UCLUIUIMHA BXOAUT B 00IIeNpodecCuOHAIbHBIN

ITUKIJI.

1.3 eau m 3a0a4u TUCHMILUIMHBI — TPeOOBaHMS K pe3yibTAaTaM OCBOEHHUS
AUCHUTITHHBI:

B pe3ynbrare ocBOeHUS yueOHOM TUCITUTUTUHBI 00YYAIOIIUIICS JOHKEH YMETh:

- HCHOJIb30BaTh W3yUYEHHbIE TPUKJIIAIHBIE TPOTPAMMHbBIE CPECTBA.

B pesynbrate ocBoeHHS y4eOHOM TUCITUTUTUHBI 00 YJAIOITUIACS JOJKEH 3HATh:

- OCHOBHBIC TIOHSTHS aBTOMATHU3NPOBAHHOW 00pabOTKK MHGOPMAIINH;

- 0o0mmii coCTaB W CTPYKTYPY TMEPCOHAIBHBIX SIIEKTPOHHO-BBIUUCIUTEIHHBIX
MaiuH (OBM) U BBIUMCTUTENBHBIX CUCTEM;

- 0a3oBble CHCTEMHBIC MPOTPaMMHBIC TPOAYKTHI M TAKEThl MPUKIATHBIX
nporpamMm npodhecCuoHaIbHOM HaMpaBJICHHOCTH o0JianaTh o0ImumMu u
po¢eCCUOHATbHBIMU KOMITIETEHI[USMU U JIMUHOCTHBIMU PE3yJibTaTaMHU.

Pe3ynbTaToM OCBOEHHSI MPOrPaMMBbl  JTUCHUILIAHBI ABJISIETCS.  OBJIQJICHUE

obOydarommmumucs oouumu komrerennusmu (OK) OK 1-6, OK 9.



Kox

HaumenoBanue pe3yabrara 00yueHust

OK 1

Bribupare cnocoObl pemeHust 3a1a4 npo(ecCHOHaIbHONW eI TeIbHOCTH MPUMEHUTEIHHO
K Pa3JIMYHBIM KOHTEKCTaM

OK 2

Hcnonp30BaTh COBpEeMEHHBIE CPEICTBA MMOKMCKA, aHAIHM3a U MHTEPIIPETANH HWH(POPMALUU
u  uHQOpPMAIMOHHBIE TEXHOJIOTUH Ui BBINOJHEHUS 33434  [poecCHOHATBHON
JIESITEIbHOCTH

OK 3

[lnaHupoBaTh ¥ pEaIM30BBIBATH COOCTBEHHOE MNPOQECCHOHAIPHOE M JIMYHOCTHOE
pa3BuUTHE, TPEANPUHUMATEIBCKYIO JIEATENPHOCTh B  IpodeccnoHalbHOH — cdepe,
HCIOJIb30BAaTh 3HAHMS 1O MPaBOBOM M (MHAHCOBOM TIPaMOTHOCTH B Ppa3IMUYHBIX
JKM3HCHHBIX CUTYyalluAX

OK 4

D@ dexTUBHO B3aMMOICHCTBOBATHh U padOTATh B KOJJIEKTUBE M KOMaH/IE

OK 5

OCYIIIGCTBJU[TB YCTHYIO U IMCbMCHHYIO KOMMYHUKAIIWIO HA TOCYAAaPCTBCHHOM S3BIKE
Poccuiickoit @eaepanuu ¢ yueTroM 0COOEHHOCTEN COLIMATIBHOTO U KyJIbTYPHOTO
KOHTCEKCTa

OK 6

[IposBIATE Irpa’kJaHCKO-ITATPUOTHYECKYIO MMO3ULUIO, JEMOHCTPUPOBATH OCO3HAHHOE
MOBE/ICHNE HAa OCHOBE TPAJUIIMOHHBIX POCCUMCKUX JYXOBHO-HPABCTBEHHBIX LIEHHOCTEH, B
TOM YHUCJIE C YYETOM FrapMOHHU3AIUU MEKHAIIUOHATBHBIX U MEXPETUTHO3HBIX OTHOIIECHUH,
MPUMEHSTh CTaHAAPThl AHTUKOPPYINIIMOHHOTO MOBEICHUS

OK9

[Tonb3oBatbes MpodeccnoHaNIbHOM TOKyMEHTaluel Ha ToCyAapCTBEHHOM M MHOCTPaHHOM
A3BIKaX

1.3. Koiu4yecTBO 4acoB HA OCBOeHHe Padoyeil MporpamMMbi:

MaKCUMaJIbHON ydeOHOM Harpy3ku obyuatromierocs — 106 yacos, BKiIro4as:

00s13aTeNIbHON ayUTOPHON YUeOHOM Harpy3Kku oOyuarormierocs — 84 4acos,

B TOM YHUCIJIC.

Ja00PAaTOPHBIX U MPAKTHYECKHUX 3aHATUMA — 56 4acoB;

CaMOCTOSATEIHLHOM paboThl 00y4aronierocs: — 22 4acos.




2 CTPYKTYPA U COJAEPKAHUE YYEBHOM JUCIHUILINHBI

2.1 O0bem yueOHO# AUCHUIIMHBI M BUABI y4e0OHOU padoThI

Bua yyeOHoM padoThI O6bem yacoB
MakcumainbHas yueOHast Harpyska (Bcero) 106
OO6s3aTenpHas ayaAuTOpHas yueOHast Harpy3Ka (BCero) 84
B TOM YHCJIE:
nabopaToOpHbIE U MPAKTHUYECKHE paOOThI 56
CamocTosrenbHas pabota o0yuarorierocs (BCero) 22

Hrorosas arrecranuia. 3a4cT




2.2 TemaTu4eckuii IJIaH U COePKaAHUE YUeOHON TUCHHUILIHHBI

HaunMmeHoBaHue pa3jenos u Coaep:xanne y4e0HOro MaTepuasa, JJabopaTopHbie U MPaKTH4YecKHe padoThl, O0bem Yposennb
TeM CaMOCTOSITEJIbHASL PadoTa 00y4aI0IINXCsI 4acoB YCBOCHUS
HNupopmannoHHble Coaepixanue: 14 3
CHCTEMBbI CTpyKTYpHpPOBAHHOCTH 33]]a4 HHPOPMALMOHHBIX CHCTEM 2
DYHKIMOHAJIbHBIE IPU3HAKU U YPOBHU YIIPABJICHHUS 2
WubopmarioHHbIe TPOLIECCH 2
[IpakTnueckue 3aHATHS:
CocraBieHne 00001IIEHHBIX CTPYKTYPHBIX CXeM MH(POPMAIIMOHHBIX TPOLIECCOB 4
Amnanu3 3aJJaHHbIX [TOKa3aTesae HHPOPMALIMOHHBIX CUCTEM. 4
Br160p cereBoit Mojienu
IIporpammuoe o6ecnieuenue | CoxeprkaHue: 8 2
[IpuknanHoe nporpammHoe odecneuenue. Haznadyenue u kinaccudukanus 110 2
OrneparinOHHBIE CUCTEMBI. 2
[IpakTnueckue 3aHATHS:
YcranoBka u Hactpoiika [10 4 2
IIporpammupoBanue u Conepxanue: 14
HACTPOHKA 000py10BaHUSA Cpenpl nporpamMmmupoBanus. OCHOBBI BU3YaJIbHOTO TPOTPaMMHUPOBAHUS 2
[IporpamMmmHO-anmapaTHbI€ IATHOPMBI 2
JlaGopaTopHbie pabOTHI
Busyanpaoe nporpammupoBanue. Coznanue makpocoB B Microsoft Excel 4
[IporpammupoBanue 060pyA0BaHUS 6
CeteBble 1 Conep:kanue: 8 2
TCJICKOMMYHMKAIIMOHHBIC OCHOBHBIE TIOHATHS CETEBBIX TEXHOJOTUM 2
TEXHOJIOrHH Hutepuer — rexnonoruu. Ilepeaaya nndopmariu 2
[IpakTudeckue 3aHATHS:
ITouck 3ananHoM nHGopmanuu B ceTsx Internet 4
JlokajabHbIe H Coaepixanue: 14 2
HH(oOpMAaLHOHHbIE CETH ApXuTEKTypa B3aUMOJIEHCTBUS KOMIIBIOTEPOB B JIOKaJIbHOW BBIYUCIUTENIBHOMN CETH. 2
VYnpasiieHne JaHHBIMU B CETH. 2
Hcnonbs3oBaHue cpeicTB COBMECTHOM pabOThl U KOMMYHHUKAIIUHA. 2




JlabopatopHbie pabOTHI

Anpecanus cetu UutepHer 4
Hactpoiika 1 UC0JIb30BaHUE JIOKAIBHBIX BBIYUCIUTEIBHBIX CETEN 4
Padora na APM Cojaep:kanue: 26
[TpuHIIMTIBI 00BbEIMHEHUST aBTOMATH3HPOBAHHBIX pa00OYUX MECT B CETH 2
Cucrtemsl yrpaiieHus 6a3aMu JaHHBIX. 2
JlaGopaTopHbie pabOTHI:
[Ipumenenne nHGOPMaIIMOHHBIX TEXHOJIOTUMN JIJIS1 pEIIeHUs 3a/1a4 [0 CTIEUAIbHOCTH 6
UcnonwzoBanne CYB]] amst pemenus mpoecCHOHATBHBIX 3a1a4 4
[Ipumenenne naketos npuxiiagabix mporpamm (CAIIP «Kommacy) 8
Pa6ota Ha APM c ncrnosib30BaHreM CHENUalIbHOTO MPOTPaMMHOI0 00eceueHust 4
CamocrosiTesibHast padoTa
CriocoObl onucaHusi HTHPOPMAIIMOHHBIX T€XHOJOTHH. M3ydeHune cTpykTypbl HH(GOPMAIIMOHHBIX MpolieccoB. M3yuenue
MHQPACTPYKTYphl KEIE3HOJOPOKHOTO TpaHcrnopTra. (OcHOBHbIE TpeOOBaHUS K MPOrPaMMHOMY OOECIEUEHUIO
nHpopMaluOHHBIX cucTeM. OCHOBHBbIE MOHSTHS CETEBBIX TEXHOJOTMH mepenaun naHHbIX. Omnucanue 0a3z0Boi 22
ATAJIOHHOW MOJIEJTM B3aWMOCBSI3W OTKPBITBIX cucTeM. Omnmcanue cteka nporokonoB TCP/IP. Anpecanms wu
MapmipyTtuzanust B [P-cetsx. Crangaptel nokanbHbIx cereit: Ethernet, Token Ring, FDDI (manmucanue pedeparta mo
OJTHOHU M3 TeM, MPEJIOKEHHON MperoaaBaTeaeM). AHanu3 MpooJIeMHON cutyaruu npu padore ¢ APM
Bcero: 106
AyautopHasi yueOHasi HArpy3Ka 84
CamocrosiTejibHas padoTa 22




3 YCJIOBUS PEAJIM3ALIUUA PABOYEN MPOTPAMMBI YUEBHOM
JTUCHUATIIUHBI

3.1 TpebGoBaHusi K MUHUMAJBLHOMY MATEPHATbHO-TEXHHYECKOMY
oldecneyeHHIo
Peamuzammss mporpaMMbl  y4eOHOW JHCHMIUIMHBI TpeOyeT HaTWJIHs
yueOHOro KabuHera.
O6opynoBaHue yuyeOHOTO KaOMHETA!
- TOCAI0YHBIE MECTa 0 KOJIMYECTBY 00YJarOIIUXCS;
- pabodee MECTO MperoaaBaTers;
- KOMIUIEKTHI Pa3aTOYHOT0 Y4eOHO-METOANYECKOTO MaTepuraia.
Texaudeckue cpecTBa OOyICHNUS:
-KOMITBIOTEP C  JIMIEH3HOHHBIM IPOrPaMMHBIM oOecrieueHUEM U
MYJIBTUMETAATIPOCKTOP.

IlepeyeHb MPOrpaMMHOro obecreyeHus :

1. Netop School 6.2. Jlunenswounusii ceprudukar ot 22.10.2014r.-
OGeccpouHo.

2. Ilaker cereBoro I10, Konduryparop HHATC «IIpoton-CCC» cepuu
«Anmasy. Jlorosop 15.04.2010r.-6eccpouHo.

3. MS Windows 7

4. MS Office 2007

5. MS Windows 2003/2008

6. Ethereal, paspaborunk — GeraldCombs (C) 1998-2005, mcrouHuk —
http://www.ethereal.com, Bepcus 0.10.11.

7. InterNetView, paspadotunk — Evgenellchenko, wuctounuk -
http://www.tsu.ru /~evgene/info/inv, Bepcus 2.0.

8. Netcat, pazpadotunk — WeldPond<weld@lOpht.com>, uctounuk -
http://www. 10pht.com, Bepcus 1.10.

9. Nmap, paspaborunk — Copyright 2005 Insecure.Com, HUCTOYHUK —
http://www.insecure.com, Bepcus 3.95.

10. Snort, pazpaborunx — Martin Roesch&The Snort Team. Copyright
1998-2005 Sourcefire Inc., et al., ucrounuk — http://www.snort.org, Bepcus 2.4.3.

11. VipNetOffice, pazpabotuuk — OAO MWudorekc, Mocka, Poccus,
ncTouHMK — http://www.infotecs.ru, Bepcus 2.89 (Windows).

12. VMwareWorkstation, pazpabotunk — VMwarelnc, wncrounmk —
http://www. vmware.com, Bepcus 4.0.0.

13. WinPCap, ucrounuk — http://winpcap.polito.it.

14. AdRemNetcrunch, ucrounuk — http://www.adremsoft.com/netcrunch/



15. Nessus, ncrounuk — http://www.nessus.org

3.2 UndopmanuonHoe odecnevyenue 00ydeHust
Ilepeyens pexoMeHayemMbIX Y4eOHbIX wu3aHuii, WHTepHeT-pecypcos,
JAONOJHUTEJIbHON JIUTEPATYPHI

OcHoBHas:
1. CoseroB, b.fJ. HNudopMannoHHBIE TEXHOJOTHHU [DJIEKTPOHHBIA pecypc:
yueOnuk qys1 CIIO / B.5. Coseros, B.B. IlexanoBckuii.. — 8-e uzj., nepepad. u
non. — M.: UznarensctBo IOpaiit, 2026. — 414 c. (IIpodeccuonanbHoe
obpaszoBanue). — Pexxum gocrtyma: https://urait.ru/bcode/
2.MlnpopmarmoHHble TEXHOJOTUU [DNEKTPOHHBIN pecypc]: yuebnuk mis CIIO/

B. B. TpopumoB [u np.]; otBerctB. pea. B. B. TpopumoB. — Mocksa:
NznarensctBo Opaiit, 2026. — 546 ¢. — (IlpodeccuonansHoe oO6pa3zoBaHue). -
Pexxum noctyna: https://urait.ru/bcode/

3. Ilernuna, E. M. WHpopManvoHHBIE TEXHOJOTMU B MNPOPECCHOHAIBHOM

NEeATeNIbHOCTH [DJIEeKTPOHHBIM pecypc]: yueOHoe mocobue s CIIO / E. M.
[Ternuna, A. B. 'opb6aueB. — 2-e uzn. — Capatos: [IpodobpazoBanue, 2024. —
111 c. —Pexum nocrtyna: https://profspo.ru/books/

JdonoaHuTEabHAA

1. Kympusnos, JI. B. UudopmanuonHoe obOecreueHne MpodhecCHOHATBHOM

JCSTEIBHOCTH [DJIEKTPOHHBIA pecypce]: yueOHMK u mpaktukym gias CIIO /
1. B. KynpusiHoB. — 3-¢ wu3n., mepepad. m gom. — Mocksa: HM3gaTenbcTBO
Opaiit, 2026. — 236 ¢. — (IIpodeccronanpHOe oOpazoBaHue). - Pexxum mocryna:
https://urait.ru/bcode/
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4 KOHTPOJIb WU OLEHKA PE3YJLTATOB OCBOEHUS
YUYEBHOM JTUCUHUTLIMHBI

KonTposib M omeHka pe3yibTaTOB OCBOCHHS YYEOHOM JUCHUILIAHBI
OCYIIECTBIISIETCSl MpenojaBaTeieM B IMpOLEcCe MPOBEACHUS TMPAKTHUYECKUX
3aHSTUN, TECTUPOBAHUS, a TAK)KE BBIMOTHEHUS OOYYAOIIUMUCS UHAUBUIYTHHBIX

3aJaHUN.

Pe3yabTarthl 00yueHnusi (0CBOEHHbIE
yMeHMsl, yCBO€HHbI€ 3HAHUS)

@D opMbI 1 METOAbI KOHTPOJISI U OLIEHKH
pe3yJabTaToB 00y4eHust

yMEeHUs:
HCII0JIb30BAaTh N3YYCHHBIC NPUKIIAIHBIC
MIPOrpPaMMHEBIE CPEACTBA [T PEIICHUS 3a1a4
npodecCHoHATBHOM HANPABIIEHHOCTH

AKCIEpTHOE HaOII0ACHNE ITPH paboTe CTyAEHTA
Ha [IK, olleHKa Ha MPAKTUYECKUX 3aHATHSIX,
BBITIOJTHEHHUE WHIUBUIYATBHBIX 32 JaHUH
(pedepart, mpe3eHTanuu, COOOIICHUS)

3HAHUS:
OCHOBHBIX TOHATHN aBTOMAaTU3UPOBAHHOU
00paboTku uHpopMauu

YCTHBIN OMPOC, MPOBEPKA TOMAIITHUX 3aJaHUM,
MIPOBEICHHIE TECTOBOTO KOHTPOJISI, BHITIOJTHEHHE
WHIWBHUIyaJIbHBIX 3aaHui (pedepar,
MPE3CeHTAINH, COOOIIEHNS)

o0Iero cocraBa U CTPYKTYPBI
MEPCOHAIBLHBIX JJIEKTPOHHO-
BBIYUCIUTENBHBIX MamiH (OBM) u
BBIYHCIIUTEIBHBIX CUCTEM

YCTHBIN OTIPOC, KCIIEPTHOE HAOIIOICHHE,
BBITIOJTHEHUE WHIIMBHTyaTbHBIX 331aHUI
(pedepart, mpe3eHTanuu, COOOIICHUS)

0a30BBIX, CHCTEMHBIX MPOrPAMMHBIX
MIPOJIYKTOB U MAKETOB MPUKIIAIHBIX IIPO-
rpamMm

AKCIEPTHOE HAOIIOICHHE, OIICHKA Ha
NPaKTUYECKUX 3aHATHUAX, IPOBEIACHUE POJICBBIX
UTD, BBITIOJTHEHUE HHIMBHTyaTbHBIX 33aHUI
(pedepar, mpezeHTanu, COOOIICHUS)




